Operating System

Mapping Certificates to User Accounts

Beta 3 Technical Walkthrough

Abstract

The Microsoft® Windows® 2000 operating system provides a very rich administrative model for
managing user accounts. In a corporate environment with relatively few threats, the user
account/password model works very well. However, the situation changes on the Internet. The Internet
is a very hostile environment and user ID/password attacks that are impractical in a corporation are
possible. Certificate mapping provides an elegant solution to this situation by using public-key
technology that is much harder to attack than password-based systems. In Windows 2000, it is
possible to map a certificate that has been issued to a user to the user’s account. A server application
can then use public-key technology to authenticate the user through this certificate. If the user is
authenticated, the user’s account is logged on. The result is the same as if user had provided a user ID
and password; yet the process is much more secure. This walkthrough demonstrates how to map
public-key certificates to a Windows 2000 user account so that it can be used with Internet Information
Server (1IS).
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INTRODUCTION

Traditionally, computer systems have used a centralized accounts database to
manage users, their privileges, and their access controls. This technique has
worked well and is well understood. However, as systems become more and more
distributed—with hundreds of thousands to millions of users—this form of
centralized control becomes unwieldy. The problems range from trying to verify an
account against a database located across the Internet, to administering a lengthy
list of users.

Public key certificates have the potential to help simplify these problems.
Certificates can be widely distributed, issued by numerous parties, and verified by
examining the certificate without having to refer to a centralized database. However,
existing operating systems and administration tools can only deal with accounts, not
certificates. The simple solution—one that maintains the advantages of both
certificates and user accounts—is to create an association (or mapping) between a
certificate and a user account. This allows the operating system to continue using
accounts while the larger system and the user use certificates.

In this model, a user presents a certificate, and the system looks at the mapping to
determine which user account should be logged on. This should not be confused
with smart card logons. Microsoft® Windows® 2000 supports smart card logon, and
that mapping is implicit. For more information, see the Windows 2000 Beta 3
walkthrough on smart card logon.

Mapping a certificate to a Windows 2000 user can be done either by the

Windows 2000 Active Directory™ directory service or with rules defined in

Microsoft 2000 Internet Information Service (IIS). This walkthrough will help you
map public key certificates to a specific Windows 2000 user account. The certificate
can then be used to authenticate the user with a Windows 2000 computer running
Internet Information Service.

Microsoft Windows 2000 Beta 3 Technical Walkthrough
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TYPES OF MAPPING

In most cases, a certificate is mapped to a user account in one of two ways: a single
certificate is mapped to a single user account (one-to-one mapping), or multiple
certificates are mapped to one user account (many-to-one mapping).

User Principal Name Mapping

User principle name mapping is a special case of one-to-one mapping. User
principal name mapping is only available through the Active Directory. Enterprise
certificate authorities (CAs) place an entry, called a UPN, into each certificate. The
UPN looks very much like an e-mail name. The UPN is unique within a

Windows 2000 domain. The UPN is used to find the user’'s account in the Active
Directory, and that account is logged on. UPN mappings are implicit in Windows
2000, and this is the method used by smart card logon. See the next section on
Active Directory mapping for more details.

One to One

One-to-one mapping is the mapping of a single user certificate to a single

Windows 2000 user account. For example, assume that you want to provide a Web
page to your employees that will allow them to view and modify their deductions,
manage their health care, and a number of other benefits options. You want this
page to work over the Internet, and you need it to be secure. As a solution, you
decide to use Windows 2000, certificates, and certificate mapping. You can either
issue certificates to each of your employees from your own certificate service, or
you can have your employees obtain certificates from a CA approved by your
company. You then take these user certificates and map them to the employees’
Windows 2000 user accounts. This allows a user to connect to the Web page, using
the Secure Socket Layer (SSL) from anywhere by providing his or her client
certificate. The user logs on using his or her own user account, and normal access
controls can be applied.

Many to One

Many-to-one mapping is the mapping of many certificates to a single user account.
For example, assume that you have a partnership with an agency that provides
temporary workers for your job openings. You would like to allow the agency
personnel to view Web pages describing current job openings that are otherwise
accessible only to company employees. The agency has its own CA that it uses to
issue a certificate to its employees. After installing the agency CA'’s root certificate
as a trusted root in your enterprise, you can set a rule that maps all certificates
issued by that CA to map to a single Windows 2000 account. You then set access
rights so that this account can access the Web page. Typically, you give the user
account the same name as the agency.
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When temporary employees from the agency connect to the agency’s Web server
and provide their certificates, they are mapped to the same account and can access
the Web page. However they cannot view other pages since the account does not
have permissions to anything else. This is nice from an administrative viewpoint
because the agency can now issue certificates and manage its users without
requiring further intervention on your part.

Microsoft Windows 2000 Beta 3 Technical Walkthrough 3



WHERE MAPPING
OCCURS

With 1IS in Windows 2000, the certificate mapping can take place in one of two
places. Either IIS or the Active Directory can map the certificate to a Windows 2000
user.

1S

When IIS does the mapping, the certificate is compared to a list of rules that IS
maintains in its metabase. IIS finds a rule that matches the indicated Windows 2000
account. IIS mapping is configured for each Web server and is useful if you need
very few mappings or a different mapping on each Web server. Most customers will
prefer to use the Active Directory mapping since it requires less administration.

Active Directory

In Active Directory mapping, when the IIS server receives a certificate from the
user, it passes it on to the Active Directory, which maps it to a Windows 2000 user
account. The IS server then logs this account on.

Active directory mapping is most useful when the account mappings are the same
on all IIS servers. Administration is simplified since the mapping is done in only one
place.

Mapping in the active directory can happen in one of two ways. The administrator
can explicitly map a certificate to a users account. This certificate can come from
any source, as long as the root CA for that certificate is trusted for client
authentication.

UPN mapping can also be used. A UPN is automatically put into a certificate issued
by an enterprise CA. If a certificate is passed to the Active Directory for mapping, it
is first examined for UPN mapping. Only if UPN mapping is not possible is the
mapping set by the administrator used.

UPNSs are in the form of userid@domain. If the certificate contains a UPN, the
domain is within the hierarchy of the directory, and the CA that issued the certificate
is trusted to put UPNs in the certificate, the user’s account is retrieved from the
directory and logged on. All these conditions must be true before the user's account
is retrieved. If any of these conditions is false, the directory is searched for a
mapping set by the administrator.
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REQUIREMENTS

Prior to using this walkthrough, see the release notes for information that may have
changed since this paper was written.

This walkthrough requires the following:

Windows 2000 Beta 3 RCO or later.

A trusted certificate authority

A user certificate service or certificates issued by a trusted CA
A Windows 2000 Active Directory

Internet Information Service

Administrative permissions

Microsoft Windows 2000 Beta 3 Technical Walkthrough
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GETTING THE USER Requesting a User Certificate

CERTIFICATE For this walkthrough you will need to request a user certificate. If you wish to use
UPN mapping, you should get a certificate from an enterprise CA in your domain.
However, for all other mapping methods, you should use a certificate from a CA that
is not in your enterprise. This ensures that UPN mapping is not occurring when you
test the mapping at the end of this walkthrough. For more details, see the
walkthrough documents entitled Administering Certificate Services and Certificate
Services Web Pages. A brief description is provided below.

You can request a certificate in one of two ways:

Use Internet Explorer to connect to a Web enroliment page. An enroliment
page is provided with Windows 2000 Certificate Services and is installed on the
same computer as the Certificate Service. To use these to request a certificate,
connect to http://servername/CertSrv, and follow the directions. If you are using
an enterprise CA, these pages require authentication, and you must select a
template type to request a valid template. Typically, this will be a user template.
You can also use Internet Explorer to request a certificate form a third-party
commercial CA. Trusted root certificates are included in Windows 2000 for a
number of these commercial CAs.

Use the Certificate Manager snap-in to request a certificate from Microsoft
Certificate Service. These procedures are described next.

To use Certificate Manager to request a certificate

1. Open the Microsoft Management Console (MMC).

Click Console, and then click Add/Remove Snap-in.

Click Add.

Click Certificate Manager, and click Add.

Select My user account, and click Close.

Click Close to close the Add/Remove snap-in.

Expand Certificates and User to open the certificate folder.

Select from the View\Options menu.

© ©® N o 00 &> W DN

Check the Logical Certificate Stores, and click OK.

[EnY
o

. Expand Personal to open the folder. If you already have a certificate, you will
have a certificates subfolder; otherwise, the folder will be empty.

11. Right-click Personal.
12. Select All Tasks.
13. Select Request New Certificate.

14. Follow the instructions to get a user certificate.
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Exporting the Certificate
Once you have the certificate, you need to export it for use in later steps.

To export your certificate

1.

© ©®© N o 0 &> W DN

[EnY
o

11.
12.

13.
14.
15.
16.
17.
18.

Open MMC.

Click Console, and then click Add/Remove Snap-in.

Click Add.

Click Certificates, and click Add.

Select My user account, and click Finish.

Click Close to close the Add/Remove snap-in.

Double-click Certificates and User to open the certificate folder.
Select from the menu View\Options menu.

Check the Logical Certificate Stores, and click OK.

. Double-click Personal. If there is no certificates subfolder, you do not have a

certificate and must request one. See the previous procedure.
Open the Certificates subfolder.

Right-click a certificate issued to your account. Do not select a file recovery
certificate.

Select AllTask, and then click Export.

Click Next.

Verify that Do not export the private key is selected, and click Next.
Select Base 64 encode x.509, and click Next.

Type a file name, and click Next.

Click Finish.

Microsoft Windows 2000 Beta 3 Technical Walkthrough
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INSTALLING CA If you are using an enterprise CA in your domain, skip this section because the root
CERTIFICATES certificate is trusted by your system.

If you are using some other CA, install the root CA and all intermediate roots into
the machine store of the Web server. This is necessary so that the web server can
verify the client certificate that you requested above.

Retrieve the CA certificate. If the CA is a Windows 2000 Certificate Service, you can
retrieve the CA'’s certificate from the CA Web pages. See the walkthrough entitled
Certificate Services Web Pages.

To install the CA certificates
1. Make sure you are logged on as an administrator.

2. Open the CA certificate by double-clicking the certificate file.

Certificate B E3 |

General | Details | Certfication Path |

Certificate Information

Thiz CA Roaot certificate is not trusted. To enable
trugt, install this certificate into the Truzted Root
Certification Authonties store.

Iszued to: B3I MNEW ROOT

Izzued by: B3I MNEW ROOT

Valid from 10/23/33 to 10/23/00

Inztall Certificate. . | |zzuen Statement. . |

Figure 1. Certificate information
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3. Click the Install Certificate button.

Certificate Manager Import Wizard

Welcome to the Certificate Manager

- Import Wizard

This wizard helps to copy certificates, certificate trust lists,
and certificate revocation ligts from pour disgk to the
certificate stare.

What is a certificate?

A certificate is a confirmation of pour identity issued by a
certification authority, Certificates contain information uged
to pratect data, or to establish secure network
connechions.

What is a certificate store?

A certificate store iz a system area where certificates,
certificate trust liste, and certificate revocation lists are
stored.

Click Mest to continue or Cancel to exit.

Figure 2. Certificate Manager Import Wizard

4. Click Next.

Certificate Manager Import Wizard

Select a Certificate Store

Certificate stores are system areas where certificates are stored.

Select the cerificate stare for the new certificates.
+ Aytomatically zelect the certificate store bazed on the type of certificate

Flace all certificates into the following stare

< Back Cancel

Figure 3. Selecting a certificate store
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Select Place all certificates into the following store; then select Browse. If
you use the automatic option, the CA certificates are placed in the user store,
rather than the machine store. If this happens, you can use the Certificate
Manager snap-in and drag the roots from one store to the other.

Select Certificate Store |

Select a certificate ztore pou wish to uze

[ Show Physical Stores

k. I Cancel

Figure 4. Certificate Manager snap-in

Check Show Physical Stores.

Expand the Trusted Root Certification Authorities or the Intermediate
Certification Authorities depending on what type of CA certificate you are
installing.

Select Local Computer, and click OK.

Click Next.

10
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Certificate Manager Import Wizard

Completing the Certificate Manager

' Import Wizard
You have successfully completed the Certificate Manager

Import vizard,

Y'ou have selected the following for the import operation:

Certificate Store Selected by wizard  Trusted Root Certific.
Content Certifizate
| | 1|

< Back I Firish I Zancel |

Figure 5. Completing the Certificate Manager Import Wizard

10. Click Finish.

Root Certificate Store E

& Do you wank ko ADD the Following certificate to the Root Store?

Subject : B3 NEW ROOT, toddsi@microsoft.com, PKSTest, ROOT CAs, 27 Lab 2525, Wa, US
Issuer : Self Issued

Time Walidity : Friday, October 23, 1998 through Monday, October 23, 2000

Serial Murnber @ 574105C9 A000SAE5 11D26ADS CECT418C

Thurmbprint (shal) : 3A030B5E S2FFDEZF SERESDSC FFESCEGD 24DEFE3S

Thumbprint {mdS) : DFESSAZS 6F18250C 06E451CE B4EAFASD

es | Mo I

Figure 6. Warning that you are adding a root

11. A warning will appear that you are adding a root. Click Yes.

Certificate Manager Import Wizard [E3 |

@ The impark was successtul,

Figure 7. Successful completion

12. Click OK.

Repeat these steps for each CA certificate.
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If you have only one CA, you will have only a root certificate. Some user certificates
that you receive from third-party CAs will be in a hierarchy in which there is a root
CA and multiple intermediates above the user certificate.
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PREPARING 11S FOR
MAPPING

In this section, you configure 1IS to do mapping.

Active Directory Mapping
Skip this section if you do not want to use Active Directory mapping.

To configure Active Directory mapping

1. Open the IIS snap-in, and right-click the server name in which IS is running.

Select Properties.

'["ﬁ| Conzolel - [Console Rootinternet Information Servicesy™ rudolphb2-5z]

“_ﬁ LConzole  Window  Help

| tin View || & = | Em|[E R 28] 8 1 | g

I:] Congole Root
= I:l Internet Informat

1] |

Backup/Restore Configuration

MHew 3
Wi 4
Mew window from here

Refresh

Help

2Ll

Dezcription | State | Host He
ion Ser g Default FTF Site Rurinirig
I Connect Running
Dizconnect Running
Fiunning

|F'ro|:|erties on an object

Figure 8. Viewing server properties
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2. Click the Edit button in the Master Properties section.

* rudolphbl Properties

Lty Fi

L=

Figure 9. Editing properties
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Check the Enable the Windows directory service mapper checkbox. This
option tells IIS that when you set a Web site to do mapping, it should really do
Active Directory mapping. If this setting is unchecked, 1IS does the mapping.
Click OK.

WWW Service Master Properties for rudolphb1

—

Figure 10. Enabling the directory to do mapping
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Configuring SSL
The next step is to configure a site to use SSL. You must do this for both Active
Directory and IS mapping.

To configure the site to use SSL

1.

In the [IS MMC snap-in, right-click the Default Web Site and select Properties.

'fii MyConsole - [Console Root', Internet Information Services'* rudolphb1'\Defa

Jﬁ Console  Window  Help

|J Action  View |J<:=-h||}<_||§“ﬂ| » Bl

El |:| Personal
P [ Certificates
-] Trusted Roak Certificatior
|:| Enterprise Trust
-] Inkermediate Certificatior
-2 Active Directary User Obj
H- @ Certificates (Local Computer)
t- "Default Domain Policy™ Policy
H- "Default Domain Controllers P
=] Internet Information Services
= E} * rudolphbi

Fel- @ Default FTP Site

l_|lT|lT|lT|

Open

= @ Certificates - User {P.dministre;l

Mame

| Path

Explu:ure

Browse

& 1sa0MIM
B 1155AMPLES

L@mMsanc
& 11sHELP
L@scrIpTS
Lgmai
Lg@MailDocs
g _vti_bin
EaPrinters
EaCertSrv

aCertCDntrul
" imanes

At
Stop
Pause

e

View

all Tasks

Mew window From here

Delete

l:l _whi_cr

Refresh

l =-E3 vtl o

Properties

Help

=53 _vtl_tx

- Administration Weh 5

4| I 4

Eﬂ--@ Active Directory Users and C -

Wi—aa- 1)

@ win2000. gif

@ _weki_inf. Rkml

CAWINNTSES, RO Syste
cHiinetpubtiissamples
c:program Files\common
CHiwinntSb3.re0helpliish
cHiinetpublscripts

A InekpubhMail
CHWINNTSES . RCD Help!
Z:\Program Files\Cammor
CHWWINNTSES . RCD web)
CHWINNTSES . RO Syste
CAWINNTSES RO0YSyste

|O|:uens property sheet For the current seleckion,

Figure 11. Selecting Web site properties

16

Microsoft Windows 2000 Beta 3 Technical Walkthrough



2. Click the Directory Security tab.

Default Web Site Properties

S

Figure 12. Default Web site properties page

Notice that the Edit button under Secure communications is unavailable. This is
the case until you request a Web server certificate.
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3. Click the Server Certificate button.

4.

Welcome to the Web Server Cert

te Wizard.

Welcome to the Web Server
Certificate Wizard

Thiz wizard helpz you create and adminizter server
certificates used in secure \Web communications
between your server and a client.

Statuz of your Web server

Your Web Server doesn't have a certificate ingtalled
and pou don't have any pending reguests,
Certifizate ‘wizard will help pou to create a new
certificate for this Web Server or attach to an
exizting certificate.

To continue, click Next.

£ Bach I Mext = I Cancel

Figure 13. Web Server Certificate Wizard

Click Next.

I1S Certificate Wizard
Server Certificate

There are three methods for azzigning a certificate to a Wweb site,

Select the method you vwant to uge for this web site:

f+ Create a new certificate.
" Aszsign an existing certificate

" Import a certificate from a Key Manager backup file.

< Back I Mexk = I

Zancel

Figure 14. Selecting the method for assigning a certificate

18
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5. Select Create a New certificate, and click Next. You will see a different dialog
box if IIS already has a certificate.

6. Select Send the request immediately to an online certification authority.
(This assumes that you have an enterprise CA in your domain that is configure
to issue Web certificates. See the Casetup.doc walkthrough for details on
setting up the an enterprise CA.)

IIS Certificate Wizard
Delayed or Immediate Request

ou cah prepare a request to be sent later, or pou can zend one immedistely.

Do pou want to prepare a certificate request to be sent later, or do pou want to send it
immediately to an online certification authority?

" Prepare the request now, but zend it later

¢ Send the request immediately ta an online certification authority

< Back I Mext = I Cancel

Figure 15. Requesting immediate certificate delivery

7. Click Next.
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8.

9.

I1S Certificate Wizard

Mame and Security Settings
Your new certificate must have a name and a specific bit lenagth.

Type a name for the new cerdificate. The name should be easy for you to refer to and
remember.

The bit length of the encryption key determines the certificate’s encryption strength.
The greater the bit length, the stronger the security. However, & greater bit length may
decrease perfarmance.

Bit lenath:
I 512 ae |

[ Server Gated Croptography [SGC) certificate

< Back I Mext = I Cancel

Figure 16. Name and security settings

Click Next. You should not change any of these options.

II5S Certificate Wizard
Organization Information

r'our certificate must nclude information about your organization that distinguishes it

frarn ather organizations,

Select or type pour organization's name and your organizational unit, This i tpically the
legal name of your organization and the name of your division or department.

Far further information, conzult certification authariby's Web zite.

Organization:

|Mic:n:usnft j

Organizational unit:
IDistributed Systems Groug j

< Back I Mext = I Cancel

Figure 17. Entering organization information

Enter your information, and click Next.

20

Microsoft Windows 2000 Beta 3 Technical Walkthrough




IIS Certificate Wizard
Your 5ite's Common Name
'our Web site's common name iz its fully qualified domain name.

Type the common name for waur gite. IF the server iz on the Intermet, use a valid DHS
name. [F the gerver iz an the intranet, you may prefer to use the computer's NetBIOS
name.

|F the common name changes, you will need to obtain a new certificate.

Common name:

vy, zomeplace. on the. Intemet. com

< Back I Next = I Cancel

Figure 18. Entering your server name

10. Type your server name in the browser. It can be either the DNS name, the
NetBIOS name, or the word LOCALHOST. Enter your choice, and click Next.

IIS Certificate Wizard | x|
Geographical Information

The certification authority requires the following geographical information,

Country/region:
|US [United States] =]

State/province:

IWashingtnn j
Citw/locality:
|F| edmond j

State/pravince and City/locality must be complete, official names and may nat contain
abbrewviations.

< Back. I Mext = I Zancel

Figure 19. Entering geographical information

11. Enter your information, and click Next.
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1IS Certificate Wizard E
Choose a Certification Authority

Certifizate requests are sent ta a cedification autharity available an vour netwark

Select a certification authority to process pour request.

Certifization authorities:

Fudolphbl. Fudydom. mi \AudpDom

< Back I Mext = I Zancel

Figure 20. Choosing a certificate authority

12. If you have an enterprise CA in your domain from which you are allowed to
request Web server certificates, you will see them listed here. If there is no CA,
it is not configured to issue Web server certificates, or you do not have
permission to request a Web server certificate, this list will be empty. Make your
selection, and click Next.
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IIS Certificate Wizard

Certificate Request Submiszion

You have chosen to submit the following certificate request.

To submit this request, click Next.

Certification Autharity:

Request parameters:

lszued To

Friendly Mame
Countre / Region
State / Province
City

Organization
Organizational Linit

Rudolphbl. Rudydorn. microsaft. comyFudywD anm

Rudolphbi

Default \Web Site

s

WWashington

Redmaond

Microzoft

Distributed Systems Group

< Back. Zancel

Figure 21. Verifying your choices

13. Click Next.

Completing the Web
Server Certificate

ou have succezsfully completed the Web Server
Certificate wizard.

A, certificate now installed an this server.

If yau need ta renew, replace, or delete the certificate in the
future, pou can uze the wizard again,

To close this wizard. click Finish.

= Bach (EATIEE]

Figure 22. Successful completion

14. Click Finish. The server now has a server certificate.

Microsoft Windows 2000 Beta 3 Technical Walkthrough
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Default Web Site Properties

Figure 23. Secure communications with Edit button enabled

15. You will notice the Edit button under Secure communication is now enabled.
Click the Edit button.
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16.

Secure Communications |

1 Reguie secure channel [S5L]

™ | Eiequine 1 2861t encption

— Client certificates

" |gnore client certificates
v Acocept client certificates
£ Hequie cliert certiiicates

[v Enable client certificate mapping

Client certificates can be mapped to Windows user

accountz. Thiz allows access control bo rezounces Edi
uzing client cerfificates.

I” Enable certificate tust list

[Emremt EL: j

e EfT|

] | Cancel | Help |

Figure 24. Configuring the site for SSL and account mapping

You can now use this dialog box to configure the site to do SSL and account
mapping. You must check the Enable client certificate mapping for both IS
and Active Directory mapping. Select either Accept client certificates or
Require client certificates. The Accept client certificates setting requires
negotiation of client certificate authentication with the browser. If it fails, it falls
back to one of the standard authentication protocols. If you select Require
client certificates, you must also check the Require secure channel
checkbox. No fallback is allowed to another authentication method. Requiring
secure channel means that the Web site will not be viewable through HTTP,
only through HTTPS. You should not check the Enable certificate trust list for
this walkthrough. See the section, “Known Issues,” for a note on 128-bit
encryption.

Mapping User Accounts

If you are doing Active Directory mapping, skip this section.

If you want to do 1IS mapping, first be sure that you turn off Active Directory
mapping. 1IS is now ready to do certificate mapping.

Microsoft Windows 2000 Beta 3 Technical Walkthrough
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ONE-TO-ONE MAPPING This section covers one-to-one mapping, first in the Active Directory and then with

I1S.

Using the Active Directory for One-to-One Mapping

If you have set IS to do directory mapping by following the instructions above, IIS
automatically does UPN mapping for certificates from a trusted enterprise CA. You
can go to the section, "Testing the Mapping,” below, to see UPN mapping. The
default administrator account does not have a UPN and does not map. You must
create a new account and use its certificate to see UPN mapping.

To configure Active Directory one-to-one mapping

1. Open the Active Directory Users and Computers snap-in.

'i'{h Consolel - [Console Root' Active Directory Users and Computers [Rudolphb1.Rudydom.microsoft.com]]
J m Console  Window  Help

|J Ackion  Wiew |J<=' -’||||§|J)§mh?&h

D Console Roat Mame | Type | Description
@ Certificates - User (Administrator) PIrudydom Dornain
@ Certificates {Local Computer)
Internet Information Services
2 Active Dir )
Change Domain. ..
Change Domain Contraller. ..
Operations Masters. .,
Al Tasks 3 |
Wiew ld v Console Tree
Mew window From here Description Bar
v Skatus Bar
ety Toolbars 3
D Large
Small
Lisk
® Detail
Users, Groups, and Compukers as containers

Advanced Features

Filker Options. ..

<| | j 1

[Enables/Disables sdvanced Features and object r

Figure 25. Active Directory Users and Computers snap-in

2. Right-click the snap-in, select View, and then select Advanced Features.
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Figure 26. Selecting name mappings

3. Right-click the Administrator account. Select Name Mappings.
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Security Identity Mapping |

¥.509 Certificates | kerberas Hames |

#.809 Certificatez mapped to the uzer account;

Rudydom. microsoft. comU serzsddminiztrator

Certificates for | |zzued By

add. | | REmee | EdEEeae |

| K I Cancel ) [ |

Figure 27. Adding a user certificate

4. Click the Add button. Select the user certificate from the .cer file saved in the
Exporting a certificate section.

Add Certificate |
Aftribute | | nformation | -
lzzuer C=U5S

S="W azhington

L=R edmond

O=Microzoft Carporation hc.
Ql=Drigtributed Systems Group

E =R udolphbi@microgaft. com
CH=SecTestCal
Subject E =zomenne@microsalt. cam

— |dentity b apping
I Use lzsuer for alternate securiby identity Edit |zzuer...
IV Use Subject for alternate securiby identity Edit Subject...

[ Usze slt-5Subject for alternate security identity Edit &lSnbest.

0k I Cancel |

I

Figure 28. The Add Certificate dialog box
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5. If you leave both Use Issuer for alternate security identity and Use Subject
for alternate security identity checked, you will be doing one-to-one mapping.
By unchecking either, you will be doing many-to-one mapping. Click OK.

6. Go to the section, “Testing the Mapping,” later in this paper to verify that this
works.

Using IIS for One-to-One Mapping

Instead of using the Active Directory as in the previous section, you can use IIS to
do all the mappings. To configure 1IS one-to-one mapping, first be sure that Active
Directory mapping is turned off.

This is done by returning to the master property page and unchecking Active
Directory mapping.

Secure Communications |

1 Require secure channel [S5L]

= | Eequite dl2805it encrption

— Client certificates

" |gnore client certificates
+ Accept client certificates
£ Fequite client zertifizates

[w Enable client certificate mapping

Client certificates can be mapped to wWindows uzer

accountz. Thiz allows access control to resources Edi
Lzing client certificates.

[ Enable certificate trust list

[Ememt Nk j

e Er|

k. | Cancel | Help |

Figure 29. Secure Communications dialog box

To configure IIS one-to-one mapping

1. From the Secure Communications dialog box in the IIS snap-in, click the Edit
button.
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Account Mappings
1-to-1 | Many-to-1 I
Edit "one to one' mappings. Each individual certificate iz mapped into a zpecific Windows account. *rou can chooze to
map multiple certificates into the same account, but a separate mapping entry must exist for each.
- - — Subject
I 4 apping Mame I Wwindows Account I
— lssuer
Edit Map.. Add.. sEEEa|
Ok I Cancel Bl Help

Figure 30. Adding a one-to-one mapping

2. On the 1-to-1 tab, click Add.

open @A

Lock in: | = Rudolphb_c [C:] =+ & et E-
CAConfig D WINNTSES, RCO
Documents and Settings Rud';.fBEu":
Inetpub Rud';.fDer
Program Files
TEMP
WINNTS, 940

File narne: I Open I
Files af type: IEertificate Import Files [".cer;“.crt;*.spc;“.key]j Cancel |

Figure 31. Selecting the user’s certificate

3. Select the user’s certificate. For IIS, this certificate must be base-64 encoded
and cannot be a binary certificate. The dialog box above shows two certificates:
Rudyb64 and RudyDer. IIS can only process Rudyb64, even though Windows
2000 works with both.
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Map to Account

Iv Enable thiz mapping

— Azcount mapping

wWhen thiz cerbficate iz prezented by a web clent and authenticated, the user can
automahically be logged in as a specific Windows user.

Map Mame: IMap Me to an account

Account; IHUDYDDM\.-’-‘-.dministratnr Browsze. .. I

Password: I

0k Cancel | Help |

Figure 32. Completing the mapping

4. Click the Browse button to select the Administrator account. Click OK after
entering the password.

5. Click OK to exit the 1IS snap-in and apply the mapping.

IIS one-to-one mapping is now configured. You can go to the section “Testing the
Mapping” section at the end of this paper to see this mapping work.
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MANY-TO-ONE MAPPING In the previous two sections, you used one-to-one mapping. You will now configure
many-to-one mapping in which many users (certificates) are mapped to a single
Windows 2000 user account.

Using the Active Directory for Many-to-One Mapping

Repeat the steps you did for Active Directory in the one-to-one mapping section
until you reach the dialog box below. Remember to enable Active Directory mapping
if you disabled it in the previous section.

Add Certificate |
Aftribute | | nformation | -
lzzuer C=U5S

S="W azhington

L=R edmond

O=Microzoft Carporation hc.
Ql=Drigtributed Systems Group

E =R udolphbi@microgaft. com
CH=SecTestCal
Subject E =zomenne@microsalt. cam

— |dentity b apping
I Use lzsuer for alternate securiby identity Edit |zzuer...
IV Use Subject for alternate securiby identity Edit Subject...

[ Usze slt-5Subject for alternate security identity Edit &lSnbest.

0k I Cancel |

I

Figure 33. The Add Certificate dialog box

On this dialog box, uncheck Use Subject for alternate security identity, and click
OK. You have now configured the Active Directory to map all certificates from the
issuing CA to the Administrator account.

You can again go to the Testing the Mapping section and see that any certificate
issued by this CA works to access the server.
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Using IIS for Many-to-One Mapping
To configure 1IS many-to-one mapping, be sure that directory mapping is turned off.

Ssecure Communications |

1 Require zecure channel [S5L1]

= | Eequire d2805 encrpption

— Client certificates

" lgnore client certificates
f+ Accept client certificates
£ Fequite client certifizates

[w Enable client certificate mapping

Client certificates can be mapped to \Windows user

accountz. This allows access control to rezources Ed
uzing client certificates.

[ Enable cerificate tust list

[Ememt j

e Ea

] | Cancel | Help |

Figure 34, Secure Communications dialog box

To configure IIS many-to-one mapping

1. From the Secure Communications dialog box in the 1IS snap-in, click the Edit
button under Enable client certificate mapping.
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Account Mappings

Figure 35. The Many-to-1 tab

2. Click the Many-to-1 tab. Click Add.

Figure 36. Wildcard Rule dialog box

3. Click Next.

34  Microsoft Windows 2000 Beta 3 Technical Walkthrough



Y >

Specify the certificate fields and match criteria:
Certficate Field | SubField | Match Criteria |
E| Mew... e
< Back | Mext = | Cancel Help

Figure 37. Creating new matching rules

Click New.

Edit Rule Element

Edit the rule element by choozsing what major of the certificate is to be matched against. Then choose an appropriate
sublfield. Finally, enter a matching sting. Y'ou can use wildeards for the match.
Walid subfields are short stings indicating a sub-value in a certificate field. Example; "0 standz for Organization,

Mew subfield stings may be defined at a later date. Pleaze refer to cument documentation for the latest codes.

¥ Match Capitalization

Certificate Field: IIssuer ﬂ A chart of some of the sub-fields already defined is below.

0 Organization - a company or business

Sub Field: IEN ﬂ OU  Organization Unit - department
CH  Common Mame - & net address - e.g. "microzaoft.com®
Criteria: ISECTES@-\2 T Country - & short pre-defined code e.g. "US" or "FR"

S State or Province

L Locality - cit
Ok I Cancel Help | BoEE

Figure 38. Entering your matching rules

You can enter as many fields as you wish to this rule. However, for this
walkthrough, use only one. In the dialog box in Figure 38, specify that the CN in
the Issuer name is equal to SecTestCA2. This means that all certificates issued
by this CA will be mapped. Enter this information into your dialog box. Replace
the Criteria with the value in your certificate. Click OK.

See the section, “Known Issues,” below for a note on strings containing
Unicode. All strings containing Unicode currently fail to map using IS mapping.
This includes all fields that contain the @ symbol. Select fields that contain only
printable strings.
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Mapping

Select the achion ta take when a certificate iz prezented by a web client which matches
the preceding criteria:

%' Accept this certificate for Logon Authentication

" Refuse Access

Account; IHUDYDDM'\.&dministratnr Browsze. .. I

Pazzwaord: I

=]

< Back Finish Cancel Help

Figure 39. Selecting the account

6. Click the Browse button to select the administrators account. Click Finish.

IIS is now configured to do many-to-one mapping. You can again go to the Testing
the Mapping section to see this in action.
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TESTING THE MAPPING

This section allows you to test the mappings that you have made.

Setting Up a Web Page

Typically, all the default Web pages that are installed with Windows 2000 are set so
that any user can access the pages. To see certificate mapping in action, you must
create a page that can be accessed only if mapping is occurring. The following two
steps create a file and configure the access rights so that only a mapped user can

access it. This file is used to verify that mapping is occurring.

Creating a Restricted File

First, create a file that can only be accessed by the Administrator account. This can

by any type of file: .htm, .asp, .gif, .jpeg, and so on. For this test, use a .gif file.

To create a restricted file

1.

2
3
4
5.
6
7
8

Go to the Inetpub\Wwwroot directory with Windows Explorer.
Copy the file Windows2000.gif to Admin.gif.
Right-click on Admin.gif, and select Properties.

Click the Security tab.

Uncheck the Allow inheritable permissions at the bottom of the dialog box.

Remove all users and groups from this file.
Add back the Administrator account with Full control

Click OK.

This file can now be accessed only by the Administrator account.

Turning Off Authentication

When IIS accesses a file, it impersonates a user so that the system uses the
authenticated user’s access rights. You need to ensure that the authentication
happened using certificate mapping, rather than some other method.

To configure IIS so that no other form of authentication is possible for this file

1.

2
3.
4

Go to the IS MMC snap-in.
Open Default web site.
In the right window, click on the file Admin.gif.

Select Properties.
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Default Web Site Properties

Figure 40. The Directory Security tab

5. Select the Directory Security tab

6. Click Edit under Anonymous access and authentication control.
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Authentication Methods Ed |

v Anorymous access

Mo uzer name/pazsword required to access thiz resounce.

Account uzed for anonymoLs access: Edit... |

— Authenticated access

For the fallowing authentication methods, uzer name and pazsword are
required when

- ahonymous access is dizabled, or

- access iz restncted uzing HTFS acceszs control lizts

[7 Basic authentication [password iz sert in clear kext]

Select a default domain: ity |

[ Digest authentication for Windows domain servers

[v Integrated Windows authentication

K, I Cancel Help

Figure 41. Authentication Methods dialog box

7. Uncheck all options. (You can leave anonymous access if you want.)

Go back to Internet Explorer, and try to access the page. If you succeed, the user
has been authenticated using the mapping.

Connecting a Web Page
The next step is to connect to this file and verify that the mapping is working.

To connect to the file

1. From the Start menu, select Run and type https://servername/admin.gif where
servername is the name of the Web server. If you are testing this on the Web
server use LOCALHOST instead of the server name.

Security Alert |

rio Y'ou are about to view pages over a secure connection,
i

A information pou exchange with thiz site cannat be
vigwed by anyone elze on the Weh.

| k. I Mare Info

Figure 42. Security warning
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2. Internet Explorer will probably display this warning that you are about to use
SSL. Click OK.

Security Alert |
riii Information you exchange with this site cannot be viewed or
?. changed by otherz. Howewver, there iz a problem with the site's
; zecurty certificate.

a The securty certificate iz from a trusted certifying authority.

a The zecurity certificate date iz valid.

The name on the zecurity certificate does not match the
hiarme of the site,

Do pou want to procesd?

Yes | Mo I Wiew Certificate

Figure 43. Nonmatching name warning

3. You will see this message if you used LOCALHOST to connect. Internet
Explorer is warning you that the server certificate does not match the name that
you typed. Click Yes.

Client Authentication EBEE |

— |dentification

& The"Web site pou want to view reguests identification.

Select the certificate to uze when connecting.

Administrator@ R udydom, microzoft, com

Yiew Certificate... |
k. I Cancel |

Figure 44. Client identification
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4. You should next see a selection of certificates. Select the certificate that you
used in the mapping, and click OK. You should be doing this test from the
computer on which you installed the certificate originally. Each certificate has a
corresponding private key that is stored only on the computer on which you
made the original user certificate request. For more information, see the
Windows 2000 documentation.

a https:/ /rudolphb1 fadmin.gif - Microsoft Internet Explorer

J File Edit ‘iew Faworites Tools  Help

J A Back ~ = - ° ol | @Search (3] Favarites @Histury ||%v =h

J.ﬁ.ddress@hmlphbljadmin.gif | e |JLi.-.k5 »
|

|@ Done I_ E @ Local intranet i

Figure 45. Opening the file

If the mapping worked you should see the .gif file.
If you see an error, there are a number of possible reasons:

An access denied message indicates that you are successfully authenticating
but that you do not have permissions to access the file. Check the permission
on the file to see which account your certificate maps to.

A certificate revoked message usually indicates that the certificate has been
revoked or that [IS was unable to retrieve a certificate revocation list (CRL).
You may need to install the CRL.

A certificate is not trusted or is invalid message usually means that you have
not installed the roots into the computer’s trusted root store on the Web server.
A common mistake is to install the roots into the user’s trusted root store.

The error messages are usually quite descriptive. The release notes are another
good place to look for information.
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KNOWN ISSUES

The following sections cover known issues as of Beta 3.

Importing Certificates into IIS
IIS mapping code allows you to import only base-64 encoded certificate files. The
file starts with Begin Certificate and ends with End Certificate.

Online Enrollment to Some CAs

Online enroliment can be done only to an enterprise CA. If the local CA is not an
enterprise CA, you must create the certificate request to a file and process the
request through the certificate server Web pages. Of course, if the CA is an external
CA (such as VeriSign), you must do this anyway.

Requiring 128-bit Encryption
IIS does not generate a warning if you select 128-bit encryption even if the OS
cannot provide that level of encryption.

Mapping Certificates with Unicode RDNs

If you are trying to do a many-to-one mapping in which one of the parts of the name
you are mapping is encoded using Unicode, IS mapping does not work. The typical
case is an e-mail name, since the @ symbol forces the string to be stored as

Unicode. Active Directory many-to-one mapping does not have this problem.

Misleading Revoked Certificate Error

IIS by default attempts to check the revocation status of a certificate. IIS indicates
that a certificate is revoked even though the certificate is still valid if it cannot
retrieve the CRL for that certificate. Ensure that the correct revocation list is
installed in the machine store under Enterprise/Certificate Revocation Lists.
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FOR MORE
INFORMATION

For the latest information on Microsoft Windows 2000 network operating system,
visit our World Wide Web site at http://www.microsoft.com/windows/server/ and the
Windows NT Server Forum on the Microsoft Network (GO WORD: MSNTS).

For the latest information on the Windows 2000 Beta 3, visit the Web site at
http://ntbeta.microsoft.com

Before You Call for Support

Please keep in mind that Microsoft does not support these walkthroughs. The
purpose of the walkthroughs is to facilitate your initial evaluation of the Microsoft
Windows 2000 features. For this reason, Microsoft cannot respond to questions you
might have regarding specific steps and instructions.

Reporting Problems

Problems with Microsoft Windows 2000 Beta 3 should be reported through the
appropriate bug-reporting channel and alias. Be sure to adequately describe the
problem so that the testers and developers can reproduce it and fix it. See the
Release Notes included on the Windows 2000 Beta 3 distribution media for some of
the known issues.
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